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Topics
=  What do | mean by *“keyholes?”

= Why are they worth caring about?

= How can we eliminate or avoid them?

[1 Insome cases, elimination (from current software) isn’t worth it, but avoidance
(for future software) is.

[1 Due to time restrictions, I'll treat this aspect superficially.
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Visible Keyholes
(GUI Components)

The Vertical Listbox/Combobox keyhole.

The Horizontal Listbox/Combobox keyhole.

The Fixed Size Window keyhole.
The Maximum Size Window keyhole.
The Fixed Size Dialog keyhole.
The Limited Tree Expansion keyhole.

The Fixed Width Edit Control keyhole.

The Lying Fixed Width Edit Control keyhole.

The Limited-Width Web Page keyhole.
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The Vertical ListBox/ComboBox Keyhole

From Adobe’s FrameMaker 6:;
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The Vertical ListBox/ComboBox Keyhole

From BooksAMillion’s web site;

Mickname For This Address:

MNarme:

Address Line 1:

Address Line 2 {Optional):
ity

state/Frovince/REedion: | Click To Select -

ZIP/Postal Code: (¢SRS
Alabama

Alaska

America Samoa

Arizona

Arkansas

Armed Forces Europe

Armed Forces Pacific

Armed Forces the Americas
California

Colorado -
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The Vertical ListBox/ComboBox Keyhole

From Dell’s and Channel Master’s web sites. What is the correct keyboard shortcut?

I (selectfrom list) 'I IAIabama 'I

Ohio «| [Ohio a]
Oklahoma Oklahoma

Oregon Ontario
Fennsylsania Oregon

Rhode [sland Fennsylsania
south Carolina Cluebec

south Dakota Fhode Island
Tennessee south Carolina
Texas south Dakota

Utah Tennessee
Vermont v Texas v
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The Vertical ListBox/ComboBox Keyhole

From Microsoft’s Excel. Are only dollars supported?

$

MNone -

$ English {Australia)

¢ English {Canada)

¢ English {Caribbean)

¢ English (New Zealand)
¢ English (United States)
¢ French (Canada)

$ Malay (Brunei Darussalam) ;I
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The Vertical ListBox/ComboBox Keyhole

From Microsoft’s Windows 2000:

Map Network Drive x|
Windoves can halp you connect to g shared network Folder
& &egign & drive letter to the connection so that you can
F'\_‘!______ aooess the folder using My Compuber.
i | Spacify the drive lekter For the connection and the Folder Edit Drive Letter or Path 2] x|
that you want to conrect to:
Edit the dirve letter or dimve path for BACKLUIPS (2]
Crevi: |f: j
LT - | (5 hssign a diive letle
- ;

Foldes: — - it |
Ei I
Fi I
a1
H: g ok, Cancel |
I: pr of FTP ste,
|
E:
Li Cancel
|
' H
i
P PalrokdosiPat D s
Q
T:
Il -
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The Off-By-One ListBox/ComboBox Keyhole

From United Airlines’ and Microsoft’s web sites:

Fare finder

More options

From To
¢ Roundtrip € One:

Departure date

|JanJ|3 ~| |Moming lgl
|4 leorning lﬂl

Schedule © Price

|__| ‘ Check |

v Multi city
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|-- Select your operating system Ianguage -- |

Chinese (Slmpllﬁed)
Chinese (Traditional)
English

French

German

Italian

Japanese

Korean

Portuguese (Brazilian)
Spanish
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It Doesn’t Have to be This Way
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The Horizontal ListBox/ComboBox Keyhole

From Microsoft’s web site for Windows Media Player:

A Getting Started (7 .x) - WindowsMedia.com Media Guide - Microsoft Internet Ex
J Fle Edit View Favorites Tools Help HLir‘ll{S @|Google @]Deja &]Dictionary @&]worterbuch &]STL Gui

J Lol S @ @ | @ @ | @, JﬂxﬂdFESS I:E_°| tio: Sfwindows media.com,/mg/gettingstarted,/started. asp
Windows Media Player

Getting Started:

Thanks for using Windows Media™ Player 7.1, This guide is designed to help you
get the most of our newest player, Windows Media Player 7.1 is designed to offer
the best consumer experence for the discovery, download, personalization, and
plavback of high quality Windows Media audio and video, and the popular MP3
format, Windows Media™ Player 7.1 represents a significant enhancement to the
Windows Media consumer experience and lets you play the most popular streaming
Getting Started ~| 2ndlocal audio and video formats, organize and catalog your digital music
collection, then easily transfer albums or custom playlists to a portable device, If
you're looking for nesw music, listen to a multitude of Internet radio stations
Listen to Internet worldwide, or find information about thousands of new artists in the Media Guide,
You can also personalize the ook and feel of your Windows Media™ Player into

Create Playlists everything from a shark's head to a television,
—pn. |CoOpy CDs to...

Burn YOUr own au The best part is that using Windows Media™ Player is a breeze, Here are some
Personalize your.. steps to help you get started and become productive right away:

Transfer media... ] _ _ _ _ : .
Rights Managemer—| ="Now Playing plays video content, or displays track information and visualizations

Populating the Lib (splashes of color and geometric shapes that change with the music beat) during
Complete MP3... ™ audio playback,

To maximize usability, this is also a vertical Listbox keyhole.
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The Fixed Size Window Keyhole

Very popular for licensing agreements. From Microsoft and Real Networks:

3 Windows Update - Web Page Dislog hd L1
Flesse rasd tha following license agreement. Press the PAGE DOWN kay to
s the et of thie agreerment.
- ; ; "'1
MICROSOFT WINDOWS UPDATE :I (1) RealOne Install Wizard _ X
SUPPLEMENTAL END USER LICENSE AGREEMENT FOR T 1 [P ==l
MICROSOFT SOFTWARE ("Sugplemental ELILAY Please review the terms of the End User License Agreement below before using
Realdne Player, By clicking ‘Accept’ below, you indicate that you accept the terms
IMPORTANT: READ CAREFULLY - These Microsoft Carporation af the license agreement. Clicking 'Cancel” will stop the installation process,
("Mlicrosoft™) operading system cormponents, including any “online® or
alectronic documardation (05 Componandz”) are subjact to tha
terns and conditions of the agreerment under which you have Use the scrolbar to il
licensed the applicable Microsoft oparating system product descrbed i
bedow (gach an "End User Licansa Agreement” or "ELILA" and the El?cvllgjrzetf:};ﬁir?licggggt%r REALMETWORKS, INC.
tasrrs and conditions of this Supplismentsl EULA. BY INSTALLING, - review spedific areas of the EMD USER LICEMSE AGREEMENT
MRl S0 TR § AT § DR T &0 Sk A RITRITT Wl | agreementl REALNEWDRKS PRDDUCTS
Do you accept all the terms of the preceding License Agreement? If you
choosa Mo, Install will close. To install you must accepd this agreamant. . . REDISTRIEUTION MNOT PERMITTED
Autamatic Communications
WSN Messenger 4 5 Yee ﬁdate grunfhévua;tea License far RealMetwarks
tezzane Center
Schedul
= e rvies Terme IMPORTANT ~READ CAREFULLY |
RealMetworks Privacy Policy Printable “Wersion ] Top
hitp /fwincowsupdate. microsoft corm,R. @ Intermet 3 | Cancel | [ <Back | | Accent J]
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The Fixed Size Window Keyhole

Also common for installation directory dialogs. From Apple’s QuickTime 5 installer:

Choose Directory

Flease choose the directory for installation.

Fath:

Id:"-,netware

Directaries:

(== dh, ~

= MNetware

£ Borland 5.5

£3 Divix 3.1 Alpha
£3 Divix Antifreeze
3 Driver for HF 935
£ Emacs

3 Eudara ll

Orives:

B o NTFS |

K,

Cancel

Metworlk. .
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The Fixed Size Window Keyhole

Common for help, as well. From WinZip Computing’s WinZip 8:

Help Topics: WinZip® Help File 2] x]

Contents | Index | Find |

Click atopic. and then click Display. Or click another tab, such as Index,

I:ﬂl Basics ;l
& —watem Regquirements, Installation, and Uninstallation
@ License
& Ordering Infarmation
@ support and Cluestions
& Acknowledgments
I:ﬂl Cormmands and Procedures
& Drag and Drap Interface
@ Explorer Interface
@ henu Commands
@ Configuration Options
& WinZip Self-Extractor Fersonal Edition
I:ﬂl Details
Dauble Clicking
YWindows Associations o
bultiple Disk Spanning
Using WinZip to E-bail Archives
K.evboard Usage

Yeermimn Hictae s lI

3] [ [0 8] [-9] [-9)

Close Print... | Cancel
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The Fixed Size Window Keyhole

Web sites like them, too. From Ameritrade’s web site:

D it e g i ache £ o Cogp B s Sl ApS ekt et = ameriirache - Microsal limiermet s T
e EE Wiew Faoyvornber Tool Hep Lrks @|Googe £ @iDchonany @lWoemerhuch  @ISTL Gace  glyanoo
wr=s BN SIS J'-lil"ﬂ'-lmli.l:' S amerr ace comicoHorianor ) or e Ser st P eogmert e acs —:l o
ERT T Pl 11 [
1 [ — o
Account Type Clogs | e s A P
Tha bene af scoii ol chooss H
denerds on wour pertl Culed S 1 e e e sor el B
gitusdion, and can havws e and
|8 cofiE BoBrcEs. You may vt & Enir afer oose FRLD ¥ e pon e i e e, rarap i), O magana e e
b eornici & Hioal aF b & Froaposaing 10 el mail, i ke e oK ¢ oo | ot o ihe Do@a i, WE-Ran g o mes, o
g . B el in yoLr Pkl
professicnal i halp yow decide
what wiapld ba bast far wau
T e piwe e epecial o BTV I'H'I)'HHH!:MI‘:'
Jaint Tenants With Righis OF
Survivarship [JTWROS) ;
Eash '.-*-'.sll CRaTIS E :.r-i-.r e :: Account Funding ®
PO N pea for mpie n sl months, with o tobel Beukdadan vaios Dakoe K200, We pubpctina 516
T SO 0anE TATTON SN e, A1 B nil with T st B Esdcein Tales i 0o Doy o
TREAE G A S L o W TSRS G A0 PR i BErahe sy d kol unss g el Erdlied il o I e
Haw witl ikin arrowd b ndrsd T
I Chegs
I™ e
I TR EI] G na AV VO Vel AIvals e & 80 BT BT
I Bk CerkRmies
Account Type @
Hawm wrrmaic] you ks (o regiwier yor scomad 7
" Jpirl Tararris wih Riphts of Bunveaehep
™ joil Tararts B Ceinman
i pind Cirmrmagsiy PegperSy (B2 08, 0 LA, RS, W, T, Wik, W neaidervia o
£ Juinl Tarsia by the Edlaslma =l
Account Selection #
‘Fifaal T ol oo F eveuid U e e opea T
£ Canh
[CRETIT T
™ _cash Myrgin, & Gpfion
Shareholder Information @ =)
& 0 @ Interret
Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.

http://www.aristeia.com/ Last revised: 10/16/03



The Fixed Size Window Keyhole

An interesting twist: an unscrollable window from Photo Imaging News’ web site:

Scott Meyers, Software Development Consultant
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A PNL Table of Contents - Mi

=101 x|

Photo Imaging News
International Edition

Tahkle of Contents
Yolume 19, Humber 11
Week of May 20, 2002

This issue contains:

Digital Imaging Marketing

-Reviews from Digital Imaging Marketing
Association Meetings

Other DIMA Programs

-Further reviews from Digital Imaging
Marketing Association meetings

Pr& Digital Printer Round-Up (2

- More on digital printers shown at
PMA,

Brief News of the Photafinishing
Industry

- Fujifilm Wins two separate One-
Time-Use Camera court cases

- Concord Camera controller embezzles
£1.25 million.

- In the U.S. A, Agfa Consumer
Imaging is restructuring and renaming
its equipment service arganization,

- In the UK., Pizology Ltd. will provide

an Internet-based photosharing and
P e e e T e imm Fe W mamie s 1L
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The Fixed Size Window Keyhole

An unusual specimen from McCarthy Technologies’ web site:
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The Fixed Size Window Keyhole

You have chosen to install the updates checked below. If you do not want to install

an update, clear its check box. When you are ready to install, click Install Nowe.

16558 KB
¥’ Total Download Time = 10 min at your connection speed

4 Total Download Size

I Office XP Service Pack 1 (English version)
16558 KB / 10 min  Detailed information about this update

Scott Meyers, Software Development Consultant
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Office XP Alternative User Input Update: January 24
2002 has to be installed separately from other updates, After
installing this update by itself, vou can return to the Office

Product Updates site to download aother updates,
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The Maximum Size Window Keyhole

From Adobe’s Acrobat 4 documentation:

The maximum size
for the note
window is 288
pixels highand 432
pixels wide.

e Ipi gesmigiibe of
e i s il w s

SRl

Mol paity dus dis e
hggariphimike nige, {Tia
Fre rejlaw Lnesr g
mrmler funrion ey

HEEE® D[R\ ™!

wendpdl ol cyemitlp, |
(= TR
Lif i ewl eemee e peslidan abgioly D
W] in e el s n pEaricsler o els Blmamie esery sl e
wlich ite [elhrwing jredicaly der o B8 reions e
retuie wbwiher oo el

For tie sepisrey reiainere jssoor, airre. deges, ared idl all we need
i b I8 prplacn machy use sl revsir with reees . e e e

#oal getiniig rvl ol seem

st Dndvsl wm bt k-

Erw e YL D [ L iredlL Db, P o Foe bl vy B2
1] F g vl of phedima
et budfiel e
& et o echee C
A & I, Wi,
\ o
vemm [ L T b L B | iy Ea g vl el
L [ T - T LR
oF by wchan: © b Bt

P ihe ki pasacialie faTRaieTs. 'S e pild & aoaigrafia
wrd, Thare are e emes Lo apprsach ths problamn. wie snser 1o ceds
e ey eSlcesil. The s # e Tickni  ssheiion -
wvarer oope 1o copy e vl T s R T A [
(T

cvand piida sl the an g soeser @b s ol e e e

ey v o 1
T e AsneTEs
T ol areey
¥ TP Ol e
¥ o ol wrrerreesd

TR B

T O P T e G

. i o, L ¥ LU e
nrie gocdiatan ¥ vaharn e o
P b AL (P £

urfiabas i

Tl g ¥ A Hre e of
L el puesdwanes

Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
http://www.aristeia.com/ Last revised: 10/16/03



The Fixed Size Dialog Keyhole

From Sonicbox’s iM Tuner:;

it Tuner System Settings

User Infarmation | =ystem Info | Ahout I

SB Config 1.3.1.213

Executed Wed Apr 17 04:40:27 2002 UTC

System Information

0% Version Info:
05z

CPU Vendor I0:

Pz

CPUIO Info (F/M 50

C.0.219E

Windows 2000 Sepvice FPack
GenuineInte]

Inte]l Pentium ITII A Celearon
G510

g
IT

-

Physical Memory: 4020951258
Puwall Physical : G1l513728
Fage File: 264308392
Avail Page File: EO07E17 25
Metworking
AutoConfigP raxy: wininet.dll
EnableHttpl_1: Enzakled
FroxyEnable: Enabled
Froxyserver: http=127.0.0.1:51
Mul timedia
‘|

Check Component Versions... |

Copy to Cliphoard |

Ok,

Cancel |

Apply | Help

Scott Meyers, Software Development Consultant
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The Fixed Size Dialog Keyhole

From Microsoft’s Visual Studio 6:

options 2 x|

E ditor | Tabz | Debug | Compatibility | Build | Directones | { EE

—Wfindow sethings
IV Wertical scroll bar I Horizantal scrol bar
[ automatic window recycling v Selection margin

¥ Drag-and-drop text editing

—Save options
¥ Save before running tools [ Prompt before saving files

[T Automatic reload of externally modified files

— Statement completion optionz
v auto lizt members ¥ Code comments

v Auto bype info ¥ Auto parameter info

Ok, I Cancel
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The Limited Tree Expansion Keyhole

From Microsoft’s Visual Studio .NET:

*. GetData - Microsoft Visual C& NET [design] - GetData.cs

File Edit Yew Project Buld Debug Tools  Window Help
el HE| L 2R o8-8 ) Debug » | g textreader M P R R S
© | Solution Explorer - GetData 0 X || StartPage GetData.cs |
-g =l E _ |§Q5huwRankings.DataCDIIeu:h:ur j |'='=1‘DataCn:uIIen:1J:|r(5tring LIRIorURIFilam:
% E Solution 'ShowRankings' (1 project) | |_
& = ‘& References POk
-
s UL (1 Environment Build Logging es -
— - i Sys i Dt (1 Source Control Build Timing Mo
- = System.Drawing (3 Text Editor C/C++ File Extensions o2 o i e
- =0 System. Windows.Forms (3 Analyzer
YL (1 Database Tools
B bin (1 Debugging
= Debug (3 HTML Designer
| Projects
g WC++ Build
; YC++ Directaries
B Web Settings

Scott Meyers, Software Development Consultant

----- App.ico
----- (%] assemblyInfo.cs
- DataSpecForm,cs
.. ¥ DataSpecForm.resx
----- @ GetData.cs
= ShowRankings (Lnavailable)
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[ Windows Forms Designer
(3 ¥ML Designer

Build Logging
Fecord a log of build activity, The log file BuildLog.htm can be found in the
project's intermediate files directory,

5] Cancel Help
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The Fixed Width Edit Control Keyhole

From Microsoft’s Internet Explorer 6:

Import /Export Wizard x|

Import Favorites Source
r'ou can selectwhere to import vour fawvorites from.

Y'ou can import your favarites from another web browser ar file.
O mpart from an Application

* Import from a File or Address
Ibh[ll:n:uments and Settings\administratorbdy Documentshbc

Browse...

< Back M ext > I Cancel
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The Fixed Width Edit Control Keyhole

From OneSuite.com’s web site (account setup):

STEP 2: Account Information

User Name 3t 16 chars. Last
character must be numeric,

Password

Re-Enter

Password

Secret IWhat is your favori This question and answer

Question are used If vou lose vour
4/( DESSWOrd,

Secret The answer to vour secret

Answer question.

E-Mail Account information is sent

Address to this e-mail address,

From OneSuite.com’s web site (account maintenance):

Secret : :
: What is your favorite color?
Juestion:
Answer:
Save Reset |
Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
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The Lying Fixed Width Edit Control Keyhole

From Marriott’s web site:

Check-in Date: |April, 2002 | |17 =

= [
1

Check-out Date: | April, 2002 - 118 ~
Mumber of Guests: |1 'l

Enter your Marriott Rewards number to earn points ar miles
at participating Marriott Hewards hotels.

hWarriott Rewards Number: (777 555 4

Scott Meyers, Software Development Consultant
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The Lying Fixed Width Edit Control Keyhole

From Symantec’s Winfax Pro 10:

General I Fax ‘u-’iewl Meszage Filesl
@ Recerved Fax
M arne: Rhode lzland and Providence Pla<— -
LCompary:
Cs10:
Subject: TCS52 Expenzes
Billing code:
E.ewaord(z):
Received: 4/8/2002 52728 AM
Diuration: Fmin 17 zec
Speed: 3600
Retnes: 1]
Statuz: Recerved Succeszztully
Read: v
Ok, Cancel Apply
Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
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The Fixed-Width Web Page Keyhole

Dice’s web site iIs typical:

W ol oy oy srae by evolng Tor Bl thine & conBradt CoRngLner DL I o

| Mie BR Wiew feoies Tod B | SiGcogh WiDen MDY ElWerietod ST 00 SRl

e 3@ A A0 e[ e e o com) B
e
LisEr]
Dice
Tech babe, Tech Talemt, sos |, -Tqilﬂl-_-i—lﬁ-
Aesults must have ol of the listed keywonds ohove =)
Scteunnpd Bagrpk Fpgs Wpjen Epprra FPapey
-!--u [k -
- Walcoms bo Dloa, the laadng onbrs Techrodogy job Boerd with
pemanent, contract and consuftmg jois. &nd home S0 3 word of
'ﬂ“" v o deme e deuplopmeEnt reioeeEs aerl sapertne o Bhe sndds
[ e techrologyy
ﬂ Eariss g3
ﬂ'l awnp bn e ey m Entar yeur ikels jrofie m Anmouncs Avallobiity
£33 wannint Feimiom WoORK? Bl =R
‘ Use sur JobTenls
L&% Daew do the wnrk Sor you
MubBoakor c—wals pou tha jobs
you sant and RBesmoOeiing ets
oy 2iore yor rewumE on the
FRED [ wresr Kumsluiton wab! I7% FREE - o clok haiw o
‘aur genl here | raew
Agtamiian |IT Rearulters! i
Want 10 rEach thoussnde of guEked eechnoiogy
oe gﬂm candidates? Cick hang to lnd out how Diloa can halp you
i
Digs watked far mel
"Tharks Duce for such s great job =seking ==race, 1
dArmpunced my Avalatskty one day and B very need |
had & resporse Chat andad me & great (ool P omaking
mons malary, recevng mons heredie aed worang wikh g
greal company,”
» what pecpks say abol
ITAA Study Decumssis Cadmtinaing Demand far IT Warkers
' — = TI': Inirm alilyl Hrh'\..-lrn. ﬁ_!!ﬂ'uluﬂ nf .!l\.-rr A — — = — :l
@1 0ore |l et
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The Fixed-Width Web Page Keyhole

Like MSN, some
2/3rds of PC
Magazine’s Top
100 Classic Web
Sites use fixed-
width pages.

AOL Is
representative of
those that center
their fixed-width

pages. Ooooh!

Scott Meyers, Software Development Consultant
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The Fixed-Width Web Page Keyhole

From the Massachusetts Convention Center Authority’s web site:

Tiravimyg

Fine Walelind Safk wallas

im
dawcy Hakes
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http://www.aristeia.com/

Copyrighted material, all rights reserved.
Last revised: 10/16/03



The Fixed-Width Web Page Keyhole

From Ebay’s web site:

[T A ETLEE  EE IRA T

i,'._.l{‘ Fimess | Bawh | Sl | o T ST [———

d l | ]

Vig Bl | o gy Wylost wen o ki b | I ll-'lll
i il

Spacdaby Shes '-'-"'=I"- L HH_J P

ey Muigny teh o Ca TR K = Melw | iy

ElEe HeEn

Il cipi b 58 an ‘-l.-

Eagdtl -

C v nn Cu Bk

ferbdans A0 dneks JLETRA T

Ibrr=s & hsbnkinl

actlii | L | ML bais
[TrrerETy T
L “-E'.Hlll'llllh.ln- ;%
lehimaid | 4570 | M
L'lhl"‘. ELLLLE ] 4 -l:_' ':r

3 .
 Efma . A
e bl g ﬂl e baw mes Lmemi

Lofeilpanneel
- P

|¢; www | gign g | ey e ewg | s 0
m lI Smrh | Sl | 'I'pﬂrp |-nnr-,- P g LN
= |I|In . riEEa | i

m Rentals - ':',,"_"I:’M"" Try Nwtflin | * Anmenod Besesr s Sow oo slnd
Deliverad o secemsews  00FREED | 5 pnah ot Sk e 019
e \ Faruam Wi 1 Hema

flgre = BF Lgipggrivn = Lrigrisinrsay @ Ervnigrwngri Bereghdlip

Nz Sassch Entertainmant Memarabilla
| TS e Feml
;--::Iq. Frigmprmger | Wil Sty 060 | Bim Ly | g Rl | GRS (e ielas
T i i e il Firtwin )y Faannued Buens Csiined iw Wik Vv Ll
Beacy | Sz FLOH HOPE HAHE Shaned 100 Firthiey b agpesee e 15 10
= a Hinap i
Laimyuies
Luts=sin wevm
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The Fixed-Width Web Page Keyhole

From IBM'’s web site;

FAdforsl ¥ Fadech © Bfslapapen 1T Lre@ie gl | Laigs

Performance Testing C++ Code

By hisil Hurl 18589

APl pia AT i TRl o e TR 05 Pk 1 e SRl DR make A nn
Tact “ Th nabon i el s Dedai 15 ek o Hias, S00pdE oo ke entelis. Bl
ke, &n g en ekl B cphmraiiam ek, anly alfer T ugs s simneies

Liziariunslely, fen e g ofen neppen 7 el e ame Sém s momskn §wyrk aed
el B Do SR RN, EDITE R g s e BYel i IV s DEen
S nda 0 FDr P T o & WS p el o0 T § Ol

Semnrd, e pimpie, Barge=ged imp 1wih ‘winch iyt afarisd mA
graciafy proeee mors ppaphefi-tioe gy Bre o evmbves e apanrse bn e
Changes o1 e spa o sion of Iegeiamenis, or iy e e sdoer Tha
ki K h Band ey D 0 S ko OF ol aabon |k in T cecli

IEih ol Bresa prebiema iflan = 8@ 5 sfrpping pregrams sfe Sng e o
perarmenpe opkmipstior

ik i i ofies code el bodeves slupaitly srd s huskhoieg o use is
d Drag? Th D0 B (LR o Oy, ah B @ Do EiG TvE ST AP, el O Canidl
b @ beg nghl™

i apfsnre o plps pngugs fros yesre lehe " uneabie " W hees R came
res 3l o W ira e red s rde akEeT ¢ e SN Ot Wk dones
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The Fixed-Width Web Page Keyhole

From Artima’s web site:

GUL Buildars I5P - Frag J5F Edllar =
& Iesp wnd dear svisrfecs oasiiae Fres Ecki JE8, L. OTD, Echarma. BT &
a rtl n'la CDm forariauds EOAR, Eary-tu-iin. Fres Trial DL
| Sy Articlos Fosf thei Wikl oF *haiiday; July Sl B b Wl
oy Design Principles and XOM parneems | |

Ebatiz Eusty Hanold talks about the by Wrhael Faaiban
AP dasign pnrciples that guided the Tis Tad i
dasign of X0 il

Bill '¥arnars

United VWe Stand [Nof]?
n s veeblog, Sewe Hokden ouest ors wihellsss e opsn
SOWCE Midwedmiant «= fasing coempedhon oo 1ar Hoifest Discussinns

Sieve Hokdan it

Eelisasitial
br§ Kevlin Harnnay

b Jak Ehvign

ES
Latest Bolpases
Gal Safsane?

3 - i 1 a '}
b maplaien [laed Auiradii

Once Upon an Oak

artima.com

3 i
|_hl- Diesath .y n his wablog, Haing Kabuiz puts Java in histoncal confest F oy
Cupary B e’ iy locking & an eary Dk Specificaion 15 (i ik |ondng

Fres UHLT =

Nt lina TEstmg Toels
Dimrcrks - UVL dessbaprrairt snd depgn Terbed anawgs? adh §oeid i 5 s
i=psdn et 10EN with Taolp A Tarser's Edge

e

WAL |

LatEst Rilnases
har Safmaare

b L L

i S
Thi Diaath l Cumiy
Eimiire ®
Ligriiey 3 0 folicd

Bow amicles For thio Week of Mondey, July 20 R lin Woldngs

Dezign Principles and XOM

Eliots Fusty Haroid taiks abouk the AP dasign pnreiplas that puicsd the oesign of
LY

R HilT Vanners

ny Michael e

by .I"-id |I.Hl|!ll i .

by Juch Shrmes
United We Stand [Not]? et et
IFi i vedcg, Sl Holdén qusilions vwheai the opei Souics mavwemanl is Eakang CompahBan Ko Tér

Steve Maldwa HotoE scussinms

2nce Upm an Dak ] :l.rl;l; ||lrl.J:I'|fﬂ'|l-'! Fanmi
Fi s wetdog, FeinE Labulr pols Jevs in Rgioncs! conlesd Ing loclang 8 an sy D spasification

Hoire Kabulr

g i il
B seples Llasa Arawers Fanam)
rsmo In wriE 8 date grograr
Jrapdaaa lowa Arvewrs Fanm)

Latest News & lieas Caod M e

Scott Meyers, Software Development Consultant
http://www.aristeia.com/

Copyrighted material, all rights reserved.

Last revised: 10/16/03



Invisible Keyholes

The Too Few Bits keyhole.

The Unnecessarily Signed Int keyhole.

The Restricted Field Size keyhole.
The Restricted Domain keyhole.

Important: Invisible # Undetectable!

Scott Meyers, Software Development Consultant
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The Too Few Bits Keyhole

From Roxio’s web site (but the software is due to Adaptec):

If you have Easy CD Creator 4.00 and have more than 8Gb of
free space, please create TEMP directories and fill up
space in these until less than 8Gb of free space remains.

8GB is 33 bits...

Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
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The Unnecessarily Signed Int Keyhole

Naviscope’s Naviscope status report:

Maviscope: Active, 10 Prefetiched, -411& Ads Blocked

B

Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
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The Restricted Field Size Keyhole

A phrase to index using Adobe’s FrameMaker 6:

Prefer iterator to const_iterator, reverse _iterator, and
const_reverse _iterator.

| want several different index entries:

iterator: vs. other iterator types

const_iterator: vs. other iterator types
reverse_iterator: vs. other iterator types
const_reverse_iterator: vs. other iterator types
iterators: choosing among types

containers: choosing among iterator types

With markup, here’s the index entry | want to make:

<$startrange><c>iterator<d>: vs. other iterator types;
<c>const_iterator<d>:vs. other iterator types; <c>reverse_iterator<d>:vs.
other iterator types; <c>const_reverse_iterator<d>: vs. other iterator
types; iterators: choosing among types; containers: choosing among

iterator types

Copyrighted material, all rights reserved.
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The Restricted Field Size Keyhole

FrameMaker lets me type it into this lovely keyhole,

L4l 1%

bMarker Type: I Index

b arker Teuxt:

tppes; {croonst_reverse terator<ds: we. other
tterator bypes; iteratorz: choozing among ppes;
containers: choosing among iterator bypes

e Marker I

but when | click “New Marker”...

REE L

FrameMaker

Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
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The Restricted Field Size Keyhole

From Microsoft’s Visual C++ 6:

Compiler Warning C4786

The debugger cannot debug code with symbols longer than 255 characters.

From Microsoft’s Visual Studio .NET Readme: '/—n

Setup fails if any path and file name combination exceeds 260 characters.
The maximum length of a path in Visual Studio is 221 characters;
accordingly, you should copy files to a path with less than 70 characters.

If you create a network share for a network image, the UNC pH
to the root install location should contain fewer than 39 characters.

Annotations in Adobe Acrobat 4 appear to be limited to 5000 characters. n

Nostalgia:

= Local phone numbers will never have more than 7 digits.

= Two digits will always suffice to identify the year. H

Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
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The Restricted Domain Keyhole

Unbelievably common for user IDs and passwords, often in conjunction with field size
keyholes:

CICS Passwords n\ n
The University '/

of Arkansas o Must be between 3 and 8 characters.
« Can have alpha and numeric characters. No special
characters (dollar sign. percent signs..)

Must be at least six {6) characters long, may

conktain numbers (0-9) and upper and lowercase lekkers
(A-Z, a-2), but no spaces,

—

Your P,
Ameritrade 1. Must he a 4-digit numhber
2. Cannot hedgin with a zero

4. Cannot include letters ar symbols

Hotmail

Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
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The Restricted Domain Keyhole

From Rifco’s DC SmartFTP:

General I ETE | tManagement | Proogy | Scheduler |

Here wou describe wour FTF server's properties such as host address. remote directony.
wour account id, identification password etc.
Host: Error 1 x|
!ﬁp.fn:u:ufn:u:u.n:n:um W
Fassword must not contain spaces
lser name: neout:
FooFoo
Fassward:
* Calculate every time
W Femember passwaord " take from field: | —= min.
Il Passive transfer
IR, Help Cancel
Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
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The Restricted Domain Keyhole

From 1800flowers.com’s web site:

Enter a Card areetind | olick to select... -
Message type:

Thereis a 140 . .
_ reeting:
e I ey o [To all our good buddies out a
message due to the _
size ofthe card. Note: ';%‘355399- -
pleas_e do not use_ ANy ser
special symbols like .o
II&II.
At @ loss forwords? [
WWe can help you
EXPIESS yOUr signature: |Fred, ¥ilma, Barney, Betty, an
sentiments. Click
hiere to view
Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
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Keyholes by Induction

If 1 is good, n must be better.
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Keyholes Everywhere

Here’s my environment (PATH is highlighted):

"5 gelect Command Prompt

ALLUSERSPROFILE=C:3Documents and Settingshall Users

APPDATA=C :\Documents and Settingshadministratorhapplication Data

CommonProgramFiles=C:YProgram FilesyCommon Files

COMO_MS_TKWCLUDE=D:YAppshProgrammingyyisual StudiohwiC38YInclude

_OMPUTERMAME=ATALAMT A

Comspec=C: \WINKNT Ysystem32homd . exe

CwFo lder=d:YappshprogrammingyMeCs 6

HOME=D1: Y,

HOMEDRIWE=C :

HOMERATH=",

INCLUDE=D: %AppsyFrogramminghvisual StudiohFrameworksDKhincTude’ ;0:hAppshProgramminghisual Studioh\wC98hat1hinclude;D:hap
pshProgrammingyyisual StudiodwC98ymtchinclude;D:VappshProgrammingyyisual studioWWwC38Yinclude;d:\Cr+ibhoosthhoost_1_27_0
LIE=D: qus\Programmin?\visua1 Studio\FrameworkSDKGLib\;D:\Apps\Programming\Visua] Studicd\WCSE\mT oy TibhD: Vapps\Programmi
nghvisual StudicywiZ984YTih

LM_LICENSE_FILE=d:%appsiprogrammingyMwily 6%1icense.dat

LOGONSERVER=Y W ATALANT A

MsDewvDir=0:YApps YWProgrammingivisual StudichCommoniMsDeywSE

MWEInc1udes:d:Gapps\programming\MWEw BYMSLYMSL_C++3MSL_CommondInclude;d: yappsiprogrammingMuCy 64MSLYMSL_CAMSL_CommonIn
clude;d:YappsyprogrammingyMeCy GYMSLYMSL_CWMSL_Win32\Include;d: YappshprogrammingyMeCs 6Ywin32-x86 SupportyHeadersiwini?
SDK;d:\appstro rammd ngyMwCw BYMSLYMSL_CAMSL_xBE s d O+ hoosthboost_1 27 _0

MWLibraries=+d:YappshprogrammingyMeCs G5\MSL;+d: Yappshprogramming\Melw 6YWin3Z2-xE6 SupportilLibraries
MwLibraryFiles=GDI32. ib;userBE.]ib;kerne]SE.1ib;ansicx86.1ib;ansicpprE.]ib;MWERTL.?ib

KNUMEER_OF_PROCESSORS=1
O5=wi ndows _NT

0= 2L bhPath=C: WYWINNT Y sywstem3

Path=d: \netware'per [Yhin;C

s P ;:|
Studd

B1n

FATHEXT=.C0OM; . EXE; .EAT; .CMD; .WES; .WEE; . 15; . 15E; . WS5F ; .WSH
PROCESSOR_ARCHITECTURE=xEG

PROCESSOR_IDENTIFIER=xE6 Family 6 Model 8 Stepping 10, Genuinelntel
FROCESSOR_LEVEL=E

PROCESSOR_REVISION=0E0a

ProgramFiles=C:\Program Files

FROMPT=%P$G

SystemDrive=_C:

SystemRoot=C: YWINNT

TEMP=C : W 'WIMNT Y TEMP

TMP=C : Y WINMT Y TEMP

SERDOMAT M=ATALAMT A

USERMAME=AdmInd strator

USERPROFILE=C:‘Documents and Settingshadministrator
WVSCOMNTOOLS="D:YApps YWProgrammingivisual StudichCommon?yToolsy"
winddr=C: WWINNT

Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
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Keyholes Everywhere

Here is Microsoft’s Windows 2000’s interface for editing it:
Environment Variables 2% 21x|

—Wser variables for Administrator vVariahle IF‘:&TH
Yarishl Yal -
ng:fl; = | Diue |_I Yariable Yalue: ID:Hﬁppa&F‘ngrammingWisual StudichCormr
include D:\AppsYProgrammingtyisual StudioyFra...
lin OvappsiProgrammingyyisual StudioFra.., |- Ok Cancel
MSDevDir D:\AppsYProgrammingtyisual StudioyCo...
PATH D:ZAppsiProgrammingtyisual StudiotCo... 7
MeEsw, .. Edit... | Delete

—System variables

Yariable | Yalue |;|
MUMBER_OF_PR... 1
o5 Windows_WNT J
Os2LibPath CWWINMT Yeystem32hos2idll; ~
Path dyetwarehper Yhin, CWWINNT yaystems...
PATHEXT LCOM, EXE, BAT,.CMD; VBS,; VBE; IS, ... LI

Mew, .. Edit... | Delete |

(04 Cancel
Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
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Keyholes Everywhere

From Crucial Technology’s web site:

2} Memory upgrades from Crucial.com - Attributes for the SU : PESBA Motherboar
] File: Edit Miew Favorites Tools  Help

J o omp - @ @ ﬁ | @ E;g | % |JLinks &]Google  @&]Deja & Dictionary & ] German Dictionary &7 5TL

].ﬁ.gldress @ btk f v, crucial, comy'starefliskparts, asprmodel=5_PER+PESEARDekIME=Y

Yahoo!

b — .
CrucCial’ gess®The Memory Experts

TECHNOLOGY

Expert Online

A Division of Micron company library =
Irtermational Customers | Crder Status | FAQ | Shopping Cart | Contacts | Site Map

Type your gquestion below:

I could add a 512MB module <) Motherboard Specifications: Shipping Rates
to a systen currently SUPER P6SBA FedEx 2nd DY oo, FREE
lfgl%}]igg ;WSD;‘;EEEE nodules. « Chipset: Intel 4408% » Accepts Parity: N Overnight (arrives 4:30 pm) .... $11.50
SSuipL G o * Accepts PC133 SDRAM: ¥ =« DM Socket Count: 3 All domestic rates ... click here
o ; = Accepts SDRAM 100MHZ: Y = Sockets per DM Bank: 1 Al international rates ... click here
Submit Exit | « Accepts SORAM BEMHZ: M.A « 72-pin SIMM Socket Count: 1A
= Accepts Registered SDRAM. v = Sockets per ¥2-pin Sk Bank: M4
= Acocepts EDOn Y = 30-pin Sk Socket Count: koA Need Help?
= Accepts Fast Page Mode: R . Su:u:ket.s per 30-pin Skt Bank: 7.2 Currency Cornverter
= Mg EDO.l'FF‘r-.-'!: M2 = Buffering: Unbuffered . E}{planatinn of Memm}, Terms
Silvia=Yes or PC133, either would wark int he *CACEBS DDR_‘ B2 - iz Lnhuttered an‘ 4,3.?:1'-:.'.
system or mixed speeds together in the system. ptepisBett Y i Microsoft Internet s ., 3
Scott=This is PC-100 memory, right? »#secamts RbRAM Rankus
Sil;'iabfThere iz the page that you would wart to & Question should nok exceed 255 charackers,
arder from. i :
Sitviz=http: feewewe crucial comistoredistparts .asp? 153""" DIMM (plcturej

hfre2B8Productline="%
2BSupermicro&model=SUPER+PESBAS x=98y=14

Scott=l need to confirm the type of memory |

need for my system. it was buit locally. The 256mMEB  Be2.99 f56.69 [ I: Buy CTAZM72SAREE SORAM, PC100 = CL=2 = Regizstered = ECC =
motherboard is & Supermicro PESBA. 8ns = 3.3% " 32Meg x 72
Silvia=Hello Scott. How can | help you? 128MB $25.99 $23.39 |_ CTIEME4S4075 SDRAM, PC133 = CL=3 = Unbuffered = han-

parity = 7,50z = 3.3% = 16Meg x 64

128ME  $25.99 $23.39 | )Im CT1eMEAS40BE SDRAM, PC100 = CL=2 = Unbuffered = Mon-
“olume pricing parity = 8ns = 3.3% = 16Meg x 64

128ME %2999 £25 99 [ CTIEM7254075 SDRAM, ?Pgle -3 %L;31 é.lhgssf;e;gd-mc-

128MEB  §29.99 2699 | )Im CTIEM72S408E SDRAM, PC100 = CL=2 = Unbuffered = ECC =
gns = 3.3% = 16Meg x 72

128MEB  $30.99 27 .89 [ [T Buy| CTIEME4S4D7E SDRAM, PC133 » CL=2 * Unbuffered » Mon-
Scott Meyers, Software Development Consultant Copyrighted material, all rights reserved.
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Keyholes Everywhere

From HP’s web site;

please provide the
exact problem

description and any

other information
that can help hp
assist you.

I b o el st - AMlcrosolt [nbemet Exgloner

[
E

Hen | (Lmk: @lGooge @1Dep  EDctonany  Elnoemetoch @ISTL Gl @lYahoo
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Beyond Inconvenience

What happens when the log exceeds 65.535" in width?

‘- .
JI'm“‘"l-l——-

-

“It was a very serious bug. It really could have killed someone.”
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Beyond Inconvenience

Fixed-size buffers + programmer incompetence or oversight = Hackers’ Delight.

Code Red and Code Red Il worms

A guick Google search yields reported buffer overrun vulnerabilities all over the place:

gzip under Linux
xdat under AlIX
count.cgi everywhere

MIT’s Kerberos

SGI df, pset, and eject
under IRIX

HP’s Openview
Network Node
Manager Alarm Service

Microsoft Clip Art
Gallery

Microsoft Index Server

2.0 under Windows NT.
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rpc.espd daemon
under IRIX

xterm under OpenBSD
statd under Unix

talkd under HPUX
NTP under NetBSD

AOL Instant
Messenger under
Windows

Microsoft Windows
Media player

Microsoft
HyperTerminal

Microsoft SQL Server

Microsoft Internet
Explorer under MacOS

Microsoft |1S
TalentSoft’s \Web+

CDE’s dtspcd daemon
under Unix

login under System-V-
derived Unix

Microsoft’s C Runtime
Library

Apple’s sudo under
MacOS
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Beyond Inconvenience

The stakes can be high...

= March 1979:
TMI-2 comes
within 30
minutes of
total
meltdown

Contributing
factor:

A steam
temperature
readout is
programmed
never to
display
values over
280° F
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Topics Revisited

What do | mean by “keyholes?”

= Primarily gratuitous restrictions on what a user can see or express.
[1 Not all restrictions are gratuitous.

=  Often:
[1 Use of a constant where a variable would be better.
[1 Imposition of a limit where none is warranted.

= Missing features are typically not due to keyholes:
[1 Keyholes generally keep you from seeing everything at once.
[1 Missing features are not visible at all.

= Not all usability problems are due to keyholes.

= Not all keyholes lead to what are usually considered “usability issues.”
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Topics Revisited

Why are keyholes worth caring about?

= They typically degrade a system’s usability.
[1 Users can’t see what they want to see.
[1 Users can’t express what they want to express.
[1 The system offers inconsistent behavior.

= They often make systems brittle in the face of change:

[1 Constants that are “obviously appropriate” become inappropriate (e.g., PDA
meets SXGA)

[1 Limits that are “obviously big enough” become too small (e.g., Warning
C4786)

= They can lead to serious security and safety vulnerabilities.
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Copyrighted material, all rights reserved.
http://www.aristeia.com/

Last revised: 10/16/03



What You Can Do

Remember:

= Even if you eat it yourself, dog food is still dog food.
[1 Have you seen what dogs eat?

Measure:
= For one full day, count the number of friction-inducing keyholes you encounter.

= Calculate how many times you are interrupted by the need to work around
needless keyholes.
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What You Can Do

Fundamental: Avoid imposing gratuitous restrictions.

As much as possible, determine things dynamically instead of statically:
[1 Window sizes

[J Layout of window content
[1 Field and buffer sizes
[1 Etc.

General practices:

Reject components (especially GUI components) that impose keyholes.

Before putting something somewhere, make sure it will fit!
= Don’ttry to shave bits.

Web site designers:
= Follow the advice above.
=  When in doubt, copy Amazon.
=  When not in doubt, check Amazon anyway.
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But, But...

But programming with keyholes is faster and easier than programming without them:

= Often false for GUIs. Standard components/techniques offer better behavior:
Fixed-width web pages are easily eliminated (cf. Amazon)

Ditto fixed-size windows (cf. most Windows apps)

Ditto windows with a maximum size.

Ditto fixed-width edit controls (cf. Windows search)

Ditto lying fixed-width edit controls.

N I I B O

= Also often false for invisible keyholes:
[1 Use of unsigned or 64-bit ints typically trivial.
[1 Use of variable-sized fields typically trivial.
[1 Use of unrestricted value domains typically easier (when it makes sense).

= Even when true, a lousy argument:
[1 Write non-keyhole components once, then use them all over.
[1 You have to write some infrastructure anyway.

But everybody uses keyholes:

= Listen to your mother:
[ “If everybody jumped off a cliff, would you jump, too?”
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More on Keyholes

= The Keyhole Problem Web Site, http://www.aristeia.com/TKP/.
[1 Draft chapters of the book I’'m working on.
[ Information on a mailing list on keyholes.
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Thanks for the Gratuitous Frustration to

About 2/3rds of the World’s Web Sites

Microsoft
Adobe
Dell
Real Networks
Apple
WinZip Computing
SonicBox
Symantec
Adaptec
Naviscope

Rifco

And all the other Keyhole-Happy Software Vendors
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Please Note

Scott Meyers offers consulting services in all aspects of the design and implementation
of software systems. For details, visit his web site:

http://www.aristeia.com/

Scott also offers a mailing list to keep you up to date on his professional publications
and activities. Read about the mailing list at:

http://www.aristeia.com/MailingList/
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